our court orders” (id. at 9); “they will not have in the switches the software necessary to make the

connections 1o give us the access™ (id. at 10).

18.  ln addition. based on a surveyv, Director Freeh pointed out that it was estimated that in the
prior decade several hundred electronic surveillance and pen register and trap and trace court orders
have been frustrated or were not sought. in whole or in part, because of various technological

impediments (id. at 24, 37).

19.  Director Freeh noted that this problem was becoming quite serious for the public safety
because “the nation’s telecommunicatons networks are routinely used in the commission of serious
criminal activities, including terrorism and espionage. Organized crime groups and drug trafficking
organizations. which are often highly structured. rely heavily upon telecommunications to plan and

execute their criminal activities and hide their illegal proceeds” (id. at 16). Accord id. at 6. 7-8.

20.  The changes in the telecommunicauons industry have had such a great impact on law
enforcement because. as Director Freeh explained. court-authorized electronic surveillance is "one
of its most important :mvcstigativc techniques — if not the most important. Use of the technique has
been critical in fighting organized crime. drug trafficking, public corruption. fraud. terrorism. and
violent crime. and in saving numerous innocent lives. In many of these cases. the criminal activity
under investigation could never have been fully detected. prevented. adequately investigated. or
successfullv prosecuted without the use of evidence derived from court-ordered electronic

surveillance” (id. a1 17). Accord jd. a1 6. 8.



2].  For example. Director Freeh described how electronic surveillance had allowed the FBI to
\

intercept conversations in which Mafia members planned three murders. two of which the Bureau

was able 10 prevent. And. court-ordered electronic surveillance allowed FBI agents and police

officers in 1990. to learn about and- stop a planned "shoot out” between rival Asian gangs in New
York. Funhcrl, in 1990. relving heavily upon electronic surveillance. the FBI thwarted ™o
individuals conspiring to abduct. torture. and kill a teenage boy for a "snuff murder” film. Id. at 20-
21. Director Freeh also noted instances in which electronic surveillance helped solve outstanding

criminal investigations. including one in 1991 of the murder of a United States court of appeals

" judge. Id. at 20-21.

'22.  Director Freeh pointed out to Congress how the Federal Government had been anempting

since 1992 1o work with telecommunications industry personnel at all levels to resoive the problems

being caused for law enforcement agencies by the changes in the industry. The Government leamed

through these discussions that the needs of law enforcement were not being incorporated into

- carriers’ system requirements, and several indusmy executives made clear that these needs would be

met only if there were legislation so requiring. 1d. at 23. The Government therefore began a
legislative 1niuatve in 1992. but met with industr}‘ resistance. Discussions between law enforcement
agencies and industry officials continued. and industry representatives "recognize[d) the problems
and impediments that [new] telecommunications technologies are creating for law enforcement” (id.
at 26). Eventually, the Federal Govémmem determined that comprehensive legislation was needed.

and the Clinton Administration therefore proposed a bill in i 994.



33.  Director Freeh explained that the purpose of the Administration’s legislative ininauve was
"to maintain technological capabilities commensurate with existing stattory authorin' — that is. 10
prevent advanced telecommunications technology from repealing de facio the statutory authonty
already conferred by the Congress” (id. at 27) 1o carry out electronic surveillance. “With court
approval. law enforcement is now technically able to wiretap on the old technology. W'e simply seek
10 ensure a failsafe way for Jaw enforcement to conduct cour:-authorized wiretapping on the recently

dcpl;:yed and emerging technologv™ (id. at 6).

24.  When legislation was initiallly proposed. there was concern that the Administration had not
sufficiently demonstrated the existence of a problem. Therefore. the FBI conducted a new survey
of federal. state. and local law enforcement officials, and presented further evidence to committees
from both Houses of Congress in April 1994. See H.R. Rep. No. 103-827. 103d Cong.. 2d Sess. 14-
15 (1994). reprinted at 1994 U.S. Code Cong. & Admin. News (USCCAN) 3489 (cited hereafier as
"House Report”). Following 'receipr of these data. "representatives of the telecommunications
industry * * * acknowledge[d] that there will be increasingly serious problems for law enforcement
interception posed by new technologies aﬁd the new compeutive 1elecommunications mafket." Id.

at 15: accord. 140 Cong. Rec. H10782 (Oct. 4. 1994) (Rep. Edwards) (the FBI "did their homework.

- and they proved there is a problem”); FCC Notice at 9-10 ("Call forwarding. three-wav conferencing,

voice recogrution calling, digital features. and cellular services were specifically identified as making

electronic surveillance difficult or impossible to conduct™).
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75.  Following further hearings in August and September 1994, a bill "to make clear a
telecommunications carrier’s duty to cooperate in the interception of communications for law
enforcement purposes” (House Report at 1) was favorably reported in both Houses of Congress.’
The bill was passed by Congfcss and signed into law by the President as the Communications

Assistance for Law Enforcement Act (CALEA) on October 25, 1994. Pub. L. No. 103-414. 108 Stat.

4279 (1994).

26.  The Judiciarv Committees in the House of Representatives and the Senate explained that the
purpose of CALEA "is 10 preécrve the government'’s ability pursuant to court order or other lawful
authorization. to intercept communications involving advanced technologies such as digital or
wirclésé transmission modes, or features and services such as call forwarding, speed dialing and
conference calling, while protecting the privacy of communications and without impeding the
introduction of new technologies, features, and services." House Report at 9. Congress made clear
that it intended to pay carmiers for their reasonable costs incurred in modifying existing equipment

to comply with new capability requirements. and for expansions in capacity to accommodate law

enforcement needs." Id. at 10.

27.  The Congressional reports on CALEA recognize the problems described by Director Freeh
and others and the need for federal legislation to impose a requirement of cooperation on the

telecommunications industrv. House Report at 10-16: see also 140 Cong. Rec. H10782 (Oct. 4.

* Because joint Senate and House hearings on this proposed legislation were held. the Senate report
on the legislation (S. Rep. No. 103402. 103d Cong.. 2d Sess. (1994)) is very similar 1o the House
report. For simplicity. in this petition we cite oniy to the House report.
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1994) (Rep. Oxley) ("Currently, the telecommunications industry is undertaking revolutionary
changes in its technology, changes that could make it impossible for police agencies to execute
lawful court orders. In some instances. cellular technology and new digital features have already

frustrated court ordered wiretaps").

28.  To meet this need, Congress designed CALEA to "require(] telecommunications common
carriers-to ensure that new technologies and services do not hinder law enforcement access to the
communications of a subscriber who is the subject of a court order authorizing electronic
surveillance. The bill will preserve the government’s ability, pursuant to cournt order. to intercept
corﬁmunications that utilize advanced technologies such as digital or wireless ransmission.” House
Report at 16. Congress made clear that its intent in imposing assistance requirements on
telecommunications common carriers was "to preserve the status quo.” House Report at 22.*
CALEA was intended to "allow the FBI and Federal law enforcement 1o follow the exact same laws
we have today and the same mlés we have today. to be able to conduct wiretaps in kidnaping cases,
national securityv cases and others." 140 Cong. Rec. S13999 (Oct. 4. 1994) (Sen. Leahy); accord FCC

Notice at 9 ("Congress passed CALEA to preserve the ability of law enforcement officials to conduct

* The House report stated that in preserving the ability of law enforcement agencies to continue to
conduct effective electronic surveillance. "[t}he Committee intends the assistance requirements in
section 2602 to be both a floor and a ceiling” and that it "expects industry, law enforcement and the
FCC to narrowly interpret the requirements” (id at 22-23). Thus. Congress did not want the
Commission to expand the requirements iegislatively imposed through CALEA. As we describe in
the discussion section of this petition. the capabilities being sought by law enforcement are those

required by CALEA's language. and thus fit within a "narrow” interpretation of the statute's
requirements.
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authorized electronic sunveillance in the face of the recent. rapid. 1echnological changes in

telecommunications that threaten their ability to intercept communications”).

29. At the same time that Congress was compelling telecommunicatons carriers 10 assist jaw
enforcement {n carrving out electronic surveillance successfully. it intended CALEA to provide
further privacy protections for specified types of communications.” and to ensure that compliance
with the requirements of law enforcement would not impede the development and deployment of
new technologies and customer services. House Reportat [ 7-19. In addition.."[t]he legislation gives
industry, in consultation with law enforcement and subject to review by the FCC. a key role in
developing the technical requirements and standards that will allow implementation of the

requirements.” House Report at 22-23.

30.  For purposes of this petition. the central part of CALEA is Section 103(a) (47 U.S.C.
§ 1002(a)}. which mandates that telecommunications carriers "shall ensui'c" that their equipment.
facilittes. or services are capable of expeditiously isolating and delivering intercepted
communications and call-identifving information to law enforcement agencies. See FCC Notice at
10-11 ("While carriers have been required since 1970 10 cooperate with law enforcement officials’

efforts 1o conduct court-authorized electronic surveillance (see 18 U.S.C. § 2518(4)). the question

* Among other matters. Congress added privacy protections by limiting the nature of the data that
can be obtained through pen registers and centain other tvpes of surveillance. changing the nature of
the order needed to obtain electronic mail addresses and communications. extending privacy
protections 1o cordless telephones and cerain data communications ransmined by radio. and stating

explicitly that the statute does not limit the rights of subscribers to use encryption. See House Repont
at 17-18.
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of whether carriers have an affirmative obligaton to design or modify their systems to accornmodate
such surveillance has never been adjudicated. CALEA for the first time imposes such an affirmative

obligation upon telecommunications carriers” {footnote omitted)).

-

31 Under Section 103(a) (47 U.S.C. § 1002(a)). each telecommunications carrier “shall ensure”

that its “equipment. facilities, or services that provide a customer or subscriber with the ability 1o

originate, terminate. or direct cornmunications” are “capable of":

(1) expeditiously isolating and enabling the government, pursuant to a court order or other
lawful authorization, 1o intercept. to the exclusion of any other communications. all wire and
electronic communications carried by the carrier within a service area to or from equipment.
facilities. or services of a subscriber of such carmer concurrently with their ransmission to

.or from the subscriber’s equipment. facility. or service. or at such later ume as may be
acceptable to the government;

(2) expeditiously isolating and enabling the government. pursuant to a court order or other

lawful authorization. to access call-identifving information that is reasonably available 1o the
carrer--

(A) before. during. or immediately after the transmission of a wire or electronic
communicaton (or at such later time as may be acceptable to the government): and

(B) in a manner that allows it to be associated with the communcation to which it
pertains.

except that, with regard to information acquired solely pursuant to the authonty for pen
registers and trap and trace devices. * * * such call-identifving information shall not include
any information that may disclose the physical location of the subscriber (except to the extent
that the location may be determined from the telephone number);

(3) delivenng intercepted communications and call-identifving information to the
government. pursuant 1o a court order or other lawful authorization. in a format such that
they may be transminied by means of equipment. facilities. or services procured by the
government 1o a location other than the premises of the carrier: and

18-



(4) facilitating authorized communications interceptions and access to call-identifying
information unobtrusively and with a minimum of interference with any subscriber's
telecommunications service and in a manner that protects--

(A) the privacy and security of communications and call-identifving information not
authorized to be intercepted: and

(B) information regarding the government's interception of communications and
access to call-identifving information.

32. CALEA thus does not expand law enforcement agencies' power or authonty to conduct
electronic surveillance; that authority continues to be defined principally by Title IIl. CALEA was
instead designed to enable .1aw' enforcement agencies to keep pace with rapidly changiné
telecommunications technologies by preserving law enforcement officers’ access to all
communications authorized to be intercepted and by making available the same kinds of information
about a subscriber's services and their use that has always been available to law enforcement officers.

At the same time. CALEA protects important privacy interests of legitimate telephone users.

C.  Post- v

(WP ]
2

Congress rcc&gnized that implementation of the assistance capability requirements in Section
103 would require a cooperative effort berween law enforcement and industry. Therefore. Section
107(a)(1) of CALEA (47 U.S.C. § 1006(a)(1)) provided for the Anorney General 10 "éonsult" with
appropriate standard-setting organizations of the telecommunications industry and other interested

groups “[tJo ensure the efficient and industry-wide implementation of the assistance capability

requirements.”
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34. Immediately after CALEA was enacted. the FBI engaged in extensive discussions with
telecommunications industry representatives. In May 1995, a subcomminee of the industry TIA
Standards Committee (Subcommittee TR4S.Z) began discussing the development of a standard
electronic surveillance scheme to meet the CALE A requirements. Based on these discussions. and
in response to industry requests for detailed technical specifications of its requirements. the FBl in
1996 published its Electronic Surveillance Interface Document. senting forth recommended technical
speéiﬁcations 1o meet the assistance capability requirements it believed to be required by Section 103

of CALEAS

35. - The FBI maintained that any CALEA-based standard should require telecommunications
carriers to provide, in addition to other basic functions. a number of specific assistance capabilities.

Among other things. the FBI sought provisions that would provide:

-- Access to the communications of all parties in ‘a conference call supported by the
subscriber’s service or facilities:

-- Access to all subject-initiated dialing and signaling activiry:

-- Information indicating whether a party is connected to a multi-party call at any given time
("party hold." "party join." and "party drop"” messages);

-- Notification messages for in-band and out-of-band signaling:
-- Timely delivery of call-identifving information:
-- Automated reporting of surveillance starus:

-- Delivery of all call-identifving information over call data channels: and

i See Elecyronic Surveillance Interface Document, Issue 1.0 Federal Bureau of Investigation
(June 24.1996). attached hereto as Appendix 2
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-- A limited number of standardized delivery interfaces.
These provisions are discussed below and described more fully in Law_Enforcement Ballot
Comments to SP-3580 & (October 28. 1997). anached hereto as Appendix 3. The FBI sought these
provisions in order to provide law enforcement agencies with essentially the same tvpe of
information they have historically been able to acquire so that they can continue to conduct
electronic surveillance effectively in a carrier-contolled. switch-based or network-based surveillance

environment.

.36.  In February 1997, TIA Subcommintee TR43.2 released its Lawfully Authorized Electronic
Surveillance (LAES) standards document ("SP-3580") and put it to ballot. The SP-3580 proposed
standarc;l did not address any of the capabilities and provisions listed above. A r_mmbcr of law
enforcement agencies. believing that SP-3580 was inadequate because it did not address these
essential electronic surveillance capabilities, voted against adoption of the document. In addition,
the law enforcement community submitted extensive ballot comments identifying the deficiencies
of SP-3380. TIA then submitted a revised standard. called SP-3580A. which law cnforccmem
representatives again opposed because it did not include the referenced capabilities. In July 1997,
over the objection of law enforcement representatives. TIA established a paralle] track in which an
identical standards document. still without the referenced capabilities. was renamed as document
PN4116 and sent to ballot as proposed interim standard T1A EIA1S-J-STD-025 ("J-STD-025™).
Only industry votes were counted. even though all submissions. including 184 opposing submissions

from the law enforcement community. ostensibly were "considered” by TIA Subcommittee TR43.2



-

37. On December 8. 1997. TIA adopted J-STD-025 as an interim standard.” The intenm
standard fails to include any of the electronic surveillance capability requirements described above.
After careful review. the Department of Justice has deterruned that the failure of the intenm standard
to include these provisions renders it deficient as a means of carrving out Section 103 of CALEA

and the Congressional purposes underlying CALEA®

38. - Congress anticipated that standards adopted by industry' might prove inadequate to carry out
Section 103. Section 107(b) of CALEA therefore provides for any government agency (or other
person) that believes an industry standard to be deficient to petition the Commission to establish. by
n;le, 1ec;hnical requirements and standards. Section 107(b) authorizes the Commission to establish
technical requirements and standards that: (1) "meet the assistance capability requirements of section
103 by cost-effective methods™: (2) "protect the privacy and security of communications not
authorized 10 be intercepted”; (3) "minimize the cost of such compliance on residential ratepayers”;
(4) "serve the policy of the Unitcd States 10 encourage the provision of new technologies and
services to the public”; and (5) "provide a reasonable time and conditions for compliance with and

the transition to any new standard * * * ." 47 U.S.C. § 1006(b)(1).

The title page and table of contents of J-STD-025 are attached hereto as Appendix 4 with
permission from TIA. TIA has forwarded a document identical in substance to J-STD-023.

denominated T1A SP3580A. to the Amencan National Standards Institute for adoption as a national
standard.

; See Lener of February 3. 1998 from Stephen R. Colgate. Assistant Atiorney General. to Mr.
Tom Barba. Steptoe & Johnson attached hereto as Appendix 3.
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39.  The Anornev General and other Department of Justice officiais have conunued meeting with
telecommunications industry representatives over the past few months in an effort to persuade
industy- that the interim standard fails 10 meet the requirements of CALEA and to arrive at standards
that satisfv those requirements. However. these discussions have proven unsuccessful.
Consequently. the Deparment of Justice and the FBI are filing this petition to invoke the authority

and assistance of the Commission in an expedited rulemaking proceeding.

M. DISCUSSION

A, THE COMMISSION SHOULD ESTABLISH TECHNICAL REQUIREMENTS AND
N A JREMEN

1. The Commission Has the Aufhority To Entertain This Petition
and Grant the Relief Requested
40.  Asnoted above. Section 107(b) of CALEA (47 U.S.C. § 1006(b)) vests the Commission with
the authority 10 issue a rule establishing technical requirements or standards that meet the assistance
capabiliry requirements of Scctioﬁ 103 of CALEA. A government agency may petition for such a
rule if it believes that a "publicly available technical requirement or standard adopted by an industry
associauon or standa.fd-setting organization” under Section 107(a)(2) of CALEA is deficient. In this
case. the TIA interim standard is a "publicly available technical requirement or standard adopted by
an industy association or standard-setting organization * * * to meet the requirements of section
103." and the Depan:mcm of Justice and the FBI have concluded. for reasons diﬁcussed below. that
the interim standard is deficient in significant respects. The Commission therefore has the authority

under Secuon 107(b) to entertain this petitior and establish appropriate technical requirements or



standards by rule. See FCC Notice a1 65 ("The Commission may * * * establish technical standards
or requirements * * * if a government agency or any other person believes that any standards issued

by industry] are deficient.”).

41,  The Commission is also authorized to issue a rule in this proceeding by Sections 4(i) and
229(a) of the Communications Act of 1934 (47 U.S.C. §§ 154(i) and 229(a)). Section 4(i) gives the
Coﬁzmission the general authority 10 "make such rules and regulations. and issue such orders. not
inconsistent with {the Act], as may be necessary in the execution of its functions." 47 U.S.C.
§ 154(i). Section 229(a), which was added to the Communications Act by Section 301 of CALEA
(108 Stat. 4292-93), specifically provides that "{t]he Commission shall prescribe such rules as are
necessary 10 implement the requirements of" CALEA. Id. § 229(a). The authority conferred on the

Commission by Section 4(i) and Section 229(a) of the Communications Act complements the

authority conferred by Section 107(b) of CALEA.®

2. Action by the Commission Is Needed To Correct the Deficiencies of the T1A
Interim Standard and Meet the Requirements of CALEA

42.  Congress enacted CALEA "to preserve the ability of law enforcement officials to conduct

authorized electronic surveillance in the face of the recent. rapid technological changes in

Section 1.401(a) of the Commission's rules (47 C.F.R. § 1.401(a)) provides that "{a)ny
interested person may petition for the issuance. amendment or repeal of a rule or regulation.” The

Department of Justice. the FBI. and other members of law enforcement are “interested persons”
within the meaning of Section 1.401(a).
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telecommunications that threaten their abiliry to iniercept communications.” FCC ™ -ice at 9. For

reasons set forth below and in the atachments i 7S

adequate 10 meet this statutory mandate. If the ez

ability of federal. state. and local law enforser
electronic surveillance will be seriously impaired.- «
and law enforcement. The Commission thenedor
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Commission. Each of these provisions is set forsh i:
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44.  In thediscussion that follows. we address ﬁ*
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missing from the interim standard could be implemented in more than one way. In those instances.
the provisions of the proposed rule are intended to represent the most effective means (although not

necessarily the only means) by which the capability can be carried out.

43, In many respects. the provisions of the proposed rule concern communications and call-
identifying information that law enforcement historically has received. In other respects. which are
noxed.speciﬁcall_v below. the provisions of the proposed rule will result in the delivery of call content
and call-idemifying information that law enforcement has not previously received. etther bccau.sc
law enforcement was technically impeded from accessing the services or because the services were
not available 1o the subscribers in the past. By its terms. Section 103 of CALEA obligates camers
to provide law enforcement with "all wire and electronic communications * * * to or from
equipment. facilities. or services of a subscriber” and "call-identfyving information that is reasonably
available 1o the carrier”; Section 103 does not restrict this obligation 10 those communications and
call-identifving infermation that were accessible to law enforcement in the pre-digital era. More
~ generally. the language and legislative history of CALEA make clear that Congress intended for the
electronic surveillance capabilities of law enforcement to keep pace with technological developments
in the telecommunications industry. As technological changes have made possible new
communications services. new informati.on is generated regarding the use of such services by
subscribers. Law enforcement éannot presenve the status quo in a meaningful sense unless it is able
to obtain such information and thereby keep pace with the evolution of services and technologies.
Moreover. al of the call content and call-identifving information at issue in this petition can lawfully

be acquired by law enforcement pursuant to Title III surveillance orders and pen register orders. and
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the failure to adopt the proposed requirements and standards will thus result in the inability of law
enforcement 10 obtain information that it is legally entitled to acquire.

46.  (a) Abilirv to intercept the communications of all parties in a conference call supported by
the subscriber's service or facilities, Under Section 103(a)(1) of CALEA. telecommunications
carriers are obligated to ensure that their equipment. facilities. and services are capable of
"expeditiously isolating and enabling the government * * * to intercept * * * all wire and electronic
communications carried by the carrier within a service area to or from equipment. facilities. or
services of a subscriber of such carmier * * * " 47 U.S.C. § 1002(a)( 1) (emphasis added). The TIA
interim standard does not satisfy this requirement because it does not ensure the ability of law

enforcement to intercept all of the communications of all parties in a conference call supported by

the subscriber's service or facilities.

47.  Atthe outset we wish to be clear about the meaning of several terms used in our discussion
of this issue and related issues in this petition. When we refer 10 "subscriber,” we are referring 1o
the person or entity whose "equipment. facilities. or services” (47 U.S.C. § 1002(a)) are the subject
of an authorized law enforcement surveillance activity. The subscriber often will be a person or
entity suspected of criminal activity. but in some instances. the subscriber will simply be someone
whose relationship to a suspected criminal (e.g.. spouse or emplover) makes it likely that criminal
actuviry \}1‘]1 be wransacted or discussed over the subscriber's facilities. When we refer to "intercept
subject” or "subject.” we are rcferﬁng to any person who is using the subscribér's equipment.
facilities. or services. and whose conversations (or dialing activity) therefore would be capable of
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being acquired during an interception. In a panticular investigation. the "intercept subjects” could
include the subscriber. who may or may not be involved in criminal activity: a non-subscriber who
is not involved in criminal activity: or a non-subscriber who [s involved in criminal activity. As

explained below. to the extent that innocent persons are intercept subjects. their interests are

protected by Title III's minimization requirements.

48.  Title III does not require the subscriber to be “on the line” in order for law enforcement
lawfully to intercept communications taking place over the subscriber's facilities or supported by the
subscriber's service. With the exception of "roving wiretaps” (see 18 U.S.C. § 2518(11)).
interception orders under Title III are directed at particular telecommunications facilities. not at the
subscriber. who may not even be a target of the investigation. An interception order must specify
"the nature and location of the communications facilities as to which. or the place where, authority
to intercept is granted.” 18 U.S.C. § 2518(4)(b): see also id. § 2518(1)(B)(ii)."® But the government
1s not required to show that thé subscriber whose facilities are to be monitored is involved in any
wayv with the criminal activity atissue. Instead. the government need only show probable cause to

believe that the facilities "are being used. or are about to be used. in connection with the commission

s

Although Congress did not define. "facility,” it is used throughout Title III to describe the
thing 10 be searched. or the communications pathway where the communications are to be
intercepted. In practice. the faciliry is described by the subscriber’s telephone number. which would
entail network facilities that suppont and are identifiable with the service associated with that
telephone number. It is commonly accepted within the telecommunications industry that "facility”
includes numerous components within the entire transmission path over which a communication
ravels from one conversing party to another. For example. “Facilin” is defined as the
"[t)ransmission path between two or more points provided by a common carrier.” North American
Telecommunicauons Association. INDUSTRY BASICS (4 ed)).
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of [the specified] offense. or are leased to. listed in the name of. or commonly used by" the intercept
target(s). Id. § 2518(3)(d) (emphasis added). With some frequency. Title III orders are issued for
facilities of a subscriber who has some connection with a person suspected of criminal activity but

who has no involvement in the criminality himself (e.g.. an emplover. neighbor. or refative).

49.  Neither does Title III confine the government to communications in which the individual
under invcstigalion is taking part. When the government executes an interception order. it may
intercept any communications carried over the facilities covered by the order that relate 10 the
criminal activity under investigation and are otherwise within the scope of the order. even if the
individual under investigation does not participate in such communications. See L nijted States v.
Kahn, 415 U.S. 143 (1974); see also 18 U.S.C. § 2518(4)(a) (interception order need not specify the
identities of the persons whose communications are to be intercepted if the identities are not known).

The government is, of course, obligated to "minimize the interception of communications not
otherwise subject to interception” under Title I1I. 18 U.S.C. § 2518(5)." But this minimization
obligation means only that the government must minimize the interception of communications that
are unrelated to criminal activity:; it does not mean that the government is foreclosed from
imtercepting communications that do involve criminal activiry merely because they do not involve

a particular investigatory target.

Minimization is ordinarily effected by manually discontinuing the interception and recording
of conversations when criminal conduct is not being discussed.
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50. In the context of traditional two-party “plain old telephone service” (POTS).
telecommunications historically have been accessible at any place within the local loop associated
with a call. Thus. any communication that could be "tagged" or identified as connected to a

panticular subscriber's telephone service would be technically subject to interception. regardless of

who is being intercepted over that service.

51.  POTS is being replaced by telephone services with greater functionality. including
conference calling capabilities. which allow a subscriber (or other person using the subscriber's
services) to join several different parties. each on a separate "leg” of the call. in one call. Title IIl
interception orders authorize iaw enforcemcht 10 acquire all criminal communications of all parties
conversing over the subscriber's facilities or services. including communications on any "leg” of a
conference call at all times. Under the TIA interim standard. however. law enforcement would be
able to intercept only those communications occurring over the leg of the call to which the

“subscriber’s terminal equipment is actually connected to each leg of the call at any point in time.
As long as the subscriber's terminal equipment is connected. law enforcement could monitor all legs
of the call. But law enforcement would have no access to cenain communications supported by the
subscriber’s service or carried over the subscriber's facilities in the event that the person using the
subscriber's services placed some of the conferenced parties on hold or dropped off the call. This
does not amount 10 a reduction in the information that has been available to law . enforcement under

POTS. but as we show below. it nevertheless falls short of carrving out the egal obligations imposed

by Sectioh 103 of CALEA. . i
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52. Ur;der the intenm standard. an imcfccpl subject might initiate a conference call with rwo
associates. A and B. then place A and B on hold while answering an incoming call. A and B could
continue talking while the subject speaks to the incoming caller on another line. Law enforcement
would not receive the content of the conversation between A and B. even though that conversauon
is being suppo;'ted by the subscriber's service or carried by the subscriber's facilities. may legally be

intercepted under the Title III order. and is pertinent to the criminal activity under investigatior.

53.  The failure to provide law enforcement with the communications of all parties in a
conference call when some call participants are temporarily placed on hold or the subscriber drops
off the call could deprive investigators and prosecutors of important evidence. particularhy in
conspiracy cases. Participants in a conspiracy may continue to discuss criminal activities among
themselves when an intercept subject puts. them on hold. Similarly. criminal conversations
supported by the subscriber's service or carried over the subscriber's facilities may continue even
after the intercept subject hangs up. Without the capability to intercept these conversations. vital

evidence that law enforcement is authorized to intercept may be lost.

54.  For example. a prisoner who wishes tb speak to criminal associates about an ongoing
criminal enterprise. such as drug smuggling. can call his girlfriend. the subscriber whose facilites
and services are being monitored by law enforcement. and have her bring his associates inte a
conference call supported by the girlfﬁend‘s facilities and services. The g'u’lfriend can then drop off
the call wﬁile the prisoner and his associates discuss their lplans. This particular scenario is one tmat
law enforcement has encountered on multiple occasions and continues to encounter. Under the
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interim standard. law enforcement loses its ability to monitor the conversation berween the pnisoner
and his associates as soon as his girlfriend hangs up. even though the conference call is being
supported by the girlfriend's service and facilities and the conversation provides direct and otherwise

unavailable evidence of continuing criminal activity.

35.  The failure of the interim standard 10 provide law enforcement with access to all
communications supported by a subscriber’s service or carried over the subscriber's facilities.
without regard to the intercept subject’s presence on the line. renders the interim standard plainlv
deficient. As noted above. Section 103(a)(1) of CALEA expressly requires carriers to provide law
.énfor.cemcm with "g]] wire and electronic communications carried by the camer * * * 10 or from
equipment. facilities, or senvices of a subscriber * * * " 47 U.S.C. § 1002(a)(1) (emphasis added).
The communications of all parties. including other criminal associates that are connected (or placed
on hold) in a conference call supported by a subscriber’s telecommunications service. are therefore
squarely within the language of Section 103(a)(1). for the conference call con_t.?nucs to be carmed by
the subscriber's facilities and supporied by the subscriber's service even when the subscriber 1s not
on the line. The House Repont spcciﬁcal_l}' states that CAL_EA was imcnded "to preserve the
government's ability * * * to intercept cornmunications involving * * * services and features such
. as* * * conference calling.” House Repqn at 9 (emphasis added). Nothing in CALEA requires the
subscriber or intercept subject to be “on ﬁc line” in order for law enforcement lawfully to intercept
communications occurring over the subscriber’s facilities or supported by the subscriber’s service.

And as noted above. Title IlI similarly focuses on the subscriber’s facilities and services rather than



on the participants of the call. Thus. to the extent that industry may believe that Title III does not
authorize law enforcement to intercept the communications of parties other than the subscriber or
intercept subject in a conference call supported by the subscriber’s service or carried over the

subscriber's facilities. that belief is mistaken.

56.  The proposed rule requires telecommunications carriers to "ensure that their equipment.
facilities. or services are capable of providing to law enforcement all content of conferenced calls
over a sui:scriber's equipment, facilitv. or services * * * " Appendix 1. § 64.1708(a). The rule
defines this capability as "the abiliry to monitor a multiparty or conference call established by the
subscriber's equipment. features. o services where two or more parties are allowed to converse after
the subjéci leaves the conversaton. temporarily or permanentiy.” ]bid. This capabilvit}' 1s a
necessary component of the generz: assistancé capability mandated by Section 103(a)(1) of CALEA

and must be inciuded in any technical requirements and standards established by the Commission.

37. (b) Access 1o call-identifving information. The intenim standard is also deficient in its
provisions regarding access to “call-identifving information.” CALEA defines "call-identifving
information” as "dialing or signaling infqnnation that identifies the origin. direction. destination. or
termination of each communication generated or received by a subscriber by means of any
equipment. facility. or service of a telecommunication carrier.” 47 U.S.C. § 1001(2). Section
103(2)(2) of CALEA obligates telecommunications carriers to “"expeditiousiy isolat{e] and enabl{e]

the government * * * 10 access cali-:dentifving information that is reasonabiy available to the carrier



»ss v 470.S.C. §1002(3)2). As we now show. the imcrim standard is deficient because 11 faiis

10 include assistance capabilities required to satisfy this statutory obligation.

58.  Acting pursuant to pen register orders.”> law enforcement traditionally has acquired all
dialing input by the intercept subject and other signaling information relevant to determining the

starus of a call. This information included certain tones (¢.g.. call waiting) and signaling information

(¢.g., the subject’s pressing of the flash hook) indicating (1) call waiting. (2) the placing of a party

on hold. (3) a conference call. or (4) transfer of a call. By acquiring such dialing and signaling
information, law enforcement could identify the final destination of a call. and in many instances

who was a party to a call at any given time.:

39, Modem telecommunication technology no longer relies on dialed digits as the exclusive
means of processing, establishing. controlling, and maintaining calls. Other signaling is switch-
based or network-based and occurs at the carrier's central office or elsewhere in the network.”® The

broad definition of "call-identifving information” in CALEA (47 U.S.C. § 1001(2)) is designed to

When antached to a subscriber’s telephone facilities or service. pen register devices draw in
all of the dialing and signaling information that traverses the facilities or service 10 complete the
establishment of a call. Also. these devices print out whether the ringing indicates a busy signal.
show the beginning time of call placement ("off hook™"). the duration of a call, and the concluding
ume of a call ("hook™). and also indicates when a called party answers. By definition. a pen register
device "records or decodes electronic or other impulses which identifv the numbers dialed or
otherwise transmitted on the telephone line." 18 US.C. § 3121.

In intelligent nerworks (IN). the routing of calis may be controlled by network elements other
than the switch.

34



ensure. inter alia, that law enforcement has access to the same kind of call processing signaiing
information to which it alwavs had access through the use of pen registers.”* By defining “call-
identifving information™ as “information that identifies the origin. direction. destination. or
termination of each comrnunicationf‘ Congress demonstrated an intent to provide law enforcement
with meaningful information that would enable it 10 understand the status of the call and identify the
parties connected to the call throughout the entire call. not just the fact that a call was 1nitiated or

completed.

60.  The interim standard falls short of the statutory requirement. While tiue interim standard
provides for the delivery of most call-identifving information associated with the initiation and
" completion of a call. it omits three vital capabilities relating to call-identifving information. Those
capabilities are: (i) access to subject-initiated dialing and signaling activiry: (i) messages indicating
whether a party is connected to a multiparty call at any given time ("party hold." "party join." and
"party drop” messages): and (iii) notification messages for nenwork-generated in-band and out-of-
band signaling. These capabilities are necessany' to provide accurate and complete call-identifving
information, and they should be incorporated by the Commission 1n its technical requirements and
standards. In addition. the Commission should require that all call-identifving information be

delivered over a call data channel. As we explain below. delivery of call-idendfving information over

‘
-

Prior to CALEA. law enforcement agencies obtained. pursuant 1o pen register orders.
signaling information that indicated whether the subject had gone "off hook" 1o initiate a call and
information indicating that the subject had gone “"on hook" to terminate a call (party release). Hence.

law enforcement agencies were able to make sense out of calling effons through the acquisition of
such call-identifving information.



a call data channel may not always be necessary in order for a camer 10 perform 1ts assistance
capability obligations under Section 103. but doing so represents the most efficient and privacy-

enhancing means of discharging those obligations.

61. (i)

irv. When a subscriber receives services such
as call forwarding or call transfer. the subscriber or another person using the subscriber's telephone
may input dialing or signaling information within a call to control such services. This information
may be generated when the subject presses a feature key, such as a hold or wansfer key. or when the
subject presses the flash hook. Fo.r’ example. a subject who is speaking to one associate (A) may
press a transfer kev (thereby placing A on hold). call another associate (B). speak to B. then press
the transfer key again and drop off the call. leaving A and B to continue the call with each other.
The call continues 10 be supported by the subscriber's service and facilities even after the subject has

dropped from the call.

62.  The interim standard does not requure the delivery of a call data message when the intercept
subject inputs dialing or signaling information within a call in this fashion. As a result. uhdcr the
interim standard. law enforcement will not receive callFidcntif_\'ing information indicating that the
intercept subject has. for example. pressed or dialed certain feature kevs to manipulate the call. This
is information that law enforcement traditionally has been capable of receiving and is legally

authorized 1o receive.'* Absent a requirernent that carriers deliver this information. however. law

o In the past. law enforcement was able to detect flash hook signaling by detecting recorded

changes to the electrical signaling on the analog local loop. In modem digital svstems. the
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